INSTALL WEB SERVER +SSL
N3 aﬂsﬁ%ﬂ WebServer UH Ubuntu Server 10.04 (Apache 2, PHP5, MySQL-Server,
phpmyadmin,openssl)
Gﬁljuﬂ’f)umﬁaﬂgjﬂ WebServer Ubuntu Server 10.04
\tla Terminal (Applications > Accessories > Terminal)

|
o

Login @ngiili Root tnaldAds

sudo su

[sudo] password for user: 4 password

Update Ubuntu TPILALE

apt-get update

Install Apache2 PULRGLN

apt-get install apache2

NAADUNITNIU Apache2 Taeila Firefox W URL http://localhost %ﬂimgeﬁ’amm

3 ' o
It works! 1HJumsuonM Apache NN9U
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File Edit View History Bookmarks Tools Help

« ~ £ Py [|§I http://localhost/ v] [G!V "g]

Most Visitedv [@] Getting Started [5] Latest Headlines v

| [@] http://localhost! | & ~
It works!

This is the default web page for this server.

n

The web server software is running but no content has been added, yet.
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http://localhost/
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AN449 netstat —Int 81 apache N9 AzLdAINadm 80 dnuziilu LISTEN

pasitlie T VM 7 Help 7 - 0%
) [=] MonMar29, 3:20PM L+ |
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Browse and run installed applications

. .
File Edit View Terminal Help
oot@pongsiri:/home/pongsiri# netsata -1nt

& |netsata: command not found

2 root@pongsiri:/home/pongsiri# netstat -lnt
Active Internet connections (only servers)
Proto Recv-Q Send-Q Local Address Foreign Address State
tcpé 0 0 :::80 O LISTEN
root@pongsiri:/home/pongsiri# =

9
%

AR php A

a

apt-get install php5 libapache2-mod-php5

Y ]
Test M3 php a31910d php YHINA8MS

nano /var/www/tinglytest.php

fnvitennuaclulig tinglytest.php

<?

phpinfo();

7>
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Ml Apache Lﬂﬂ”lwaumaf]a php LLAENINIT Restart Apache

sudo a2enmod php5

sudo /etc/init.d/anache?2 restart

(ila Firefox WuW URL http://localhost/tinglytest.php ¥1n15109AIAIMIEAII php 191U

=] Mon Mar 29, 3:31PM

@ WERRInTo() 2 Mozilla Firetox
File Edit View History Bookmarks Tools Help

4@ v B 4 [I§| http:/flocalhost/tinglytest.php V] [o.’v "-"g,]

Most Visitedv [g] Getting Started (5] Latest Headlinesv

| [) phpinfo() [ v

PHP Version 5.3.2-1ubuntu2 ﬁ
System Linux pongsiri 2.6.32-16-generic-pae #25-Ubuntu SMP Tue Mar 9
18:03:39 UTC 2010 i686
Build Date Mar 26 2010 19:12:16
Server APl Apache 2.0 Handler
Virtual Directory disabled
Support
Configuration File fetc/php5fapache2

(php.ini) Path

Loaded Configuration fetc/phpS/apache2/php.ini
File

Scan this dir for Jetc/phps/apache2/conf.d
additional .ini files

Additional .ini files Jetc/php5/apache2/conf.d/pdo.ini
parsed

PHP API 20090626

[ vmwarr-


http://localhost/

Install MySQL-Server A

apt-get install mysql-server

sTnIaRan MySQL sgalsnguihanelda ar password 1% 1d password 1182n@1Ju Tab 1dou

Wuaen “OK” i]'lﬂuuﬂﬂﬂll Enter

3y Ubuntu - VMware Player = -

ogj Applications Places System (& o] usa [] ThuMar 4, 1:48 AM

=

|| File Edit View Terminal Help

| Configuring mysql-server-5.1
While not mandatory, it is highly reconlnended that you set a password for the MySQL administrative "root" user.

If this field is left blank, the password will not be changed.

New password for the MySQL "root" user:

R ——
<0k>}
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€ hanarotelecom / OCON / ICONIX / EBS

@ (9 [Google - Mozilla Firef... || [@ root@ubuntu: /home/p... || & [phpinfo() - Mozilla Fir... |
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14 password UEUDNAT



1y Ubuntu - VMware Player

«{s Applications Places System USA [ ThuMar 4, 1:49 AM

|| File Edit View Terminal Help

Configuring mysql-server-5.1

Repeat password for the MySQL "root" user:

The Lictle Peageia
© hanarotelecom / OCON / ICONIX / EBS
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FaVSSNEE = 1 (o

[£3) (@ (Google - Mozilla Firef... |[[@ root@ubuntu: fiome/p... | & [phpinfo() - Mozilla Fir... |

Install PHPMyAdmin A38f184

apt-get install phpmyadmin

%" Ubuntu - VMware Player -

ns Places System

File Edit View Terminal Help

{ Configuring phpmyadmin }
Please choose the web server that should be automatically configured to run phpMyAdmin.

Web server to reconfigure automatically:

The Lictle Peageia

@ hanarotelecom / OCON / ICONIX / EBS
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FOEECTA  (Eivmware

@ [ @ [Google - Mozilla Firef... | [B root@ubuntu: /home/p... || @ [phpinfo() - Mozilla Fi
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129N apache2 (NA spacebar LLAINA enter) LA AADUNUADN “OK” 3INUUNALW Enter
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Browse and run installed applications USA [7] ThuMar 4, 1:55AM

| File Edit View Terminal Help
C e tion

Configuring phpmyadmin |

The phpmyadmin package must have a database installed and configured before it can be used. This can be optionally
handled with dbconfig-common.

If you are an advanced database administrator and know that you want to perform this configuration manually, or if your
database has already been installed and configured, you should refuse this option. Details on what needs to be done
should most likely be provided in /usr/share/doc/phpmyadmin.

Otherwise, you should probably choose this option.

Configure database for phpmyadmin with dbconfig-common?

The Lictle Peageia

© hanarotelecom / OCON / ICONIX / EBS

[ @ [Google - Mozilla Firef... |[[@ root@ubuntu: fhome/p... || & [phpinfo() - Mozilla Fir... | Ol E
a Y . [ Y 3’; U
AouNnAIM N phpmyadmin N1 dbconﬁg-common.iﬁlaﬂﬂ “Yes” mﬂulmﬂﬂll Enter

o 9 35 ]
N UA Password l,l,a’Jl,ﬁ’é)ﬂ “OK” mﬂuuﬂ@ﬂn Enter

3" Ubuntu - VMware Player

s@§ Applications Places System 2 USA [] Thu Mar 4, 1:56 AM

|| File Edit View Terminal Help

ip«: onfi ation
Configuring php

y in
Please provide the password for the administratx!.ve account with which th)!.s package should create its MySQL database and
user.

Password of the database's administrative user
= <cancel>

The Lictle Peageia

@ hanarotelecom / OCON / ICONIX / EBS

(€3] (@ (Google - Mozilla Firef... |[@ root@ubuntu: fiome/p... | @ [phpinfo() - Mozilla Fir... |

{)vmware

] 9
fAYUA password @115 phpmyadmin ngﬁﬂﬂﬂll Tab [@OUNUADN “OK” %Tﬂuuﬂﬂﬂu Enter




*3 Ubuntu - VMware Player
oﬁ Applications Places System USA [] ThuMar 4, 1:56 AM

ile Edit View Terminal Help
C guration

| Configuring phpmyadmin }
Please provide a password for phpmyadmin to register with the database server. If left blank, a random password will be
generated.

MySQL application password for phpmyadmin:

<Cancel>

The Lictle Peageia

© hanarotelecom / OCON / ICONIX / EBS

[ [Google - Mozilla Firef... |[ @ root@ubuntu: /home/p... || & [phpinfo() - Mozilla Fir... | =

Y Y U 4 3’; 1
BUGUIAY password 11490A1J1 Tab 1OUNUTDN “OK” 910U UNALWY Enter

g Ubuntu - VMware Player
e

* Browse and run installed applications

UsA [l ThuMar 4, 1:58 AM

ile Edit View Terminal Help

Configuring phpmyadmin

Password confirmation:

e —
<0k>] <Cancel>

The Little Peaguia
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NAADUNIITNINU phpmyadmin AaTUsunsy Firefox WUW URL: http://localhost/phpmyadmin

Tael1% user : root password : yourpassword (password mysql)

Thu Mar 4, 2:00 AM

<% Applications Places System

phpMyAdmin - Mozilla Firefox

File Edit View History Bookmarks Tools Help
@ o v & O 4 [s]ntpyocalhostphpmyadminy v] [@rv [ vanoo @

Most Visitedv (@) Getting Started [5]|Latest Headlinesv

I| 4 PhpMyAdmin | v

phpMyAdmin
Welcome to phpMyAdmin

English e l
rLlog in(®
Username: [ ]
Password: [ ]

Cookies must be enabled past this point.

(@ [Google - Mozilla Firef... || @ root@ubuntu: /home/p...

FOEETD  @wmware

T m - E - o s
X% Ubuntu - VMware Player
Atz : o X, BN "
Browse and run installed applications @ Thu Mar 4, 2:01 AM

localhost/localhost | phpMyAdmin 312'5deb1 - Mozilla Firefox

File Edit View History Bookmarks Tools Help

& v 2 O @ [ulntpyiocalhostiphpmyadmin/index.php?token=473dc4527a282993f410e00968450a89 v | [@Iv

Yahoo Q]

Most Visited v Getting Started [5]Latest Headlinesv

| 4 localhost / localhost | phpMyAd... | 4

m 23 B¥Wnaid: localhost
Gywdaya SQL ganmur  (Feawls [[dacdnus  glEngines 2and @ wswa  giadwman  Fiimport

® information_schema (28) Actions MySQL
® mysql (23)
® phpmyadmin (8) & Wanusiaru €3 13%Wa%: Localhost via UNIX socket
aananszuu B quraud$inad: 5.1.41-3ubuntu7
Tﬂnlinngmﬁngn » Protocol version: 10
MySQL localhost

» #14: root@localhost

W afugutayalwi @ YAAIBNYS (charset) 483 MySQL: UTF-8
[ Hmsﬁmﬁwﬁu CH A ] LilccdelluiiB)
MySQL connection collation: m @ Web server
Interface » Apache/2.2.14 (Ubuntu)
» MySQL client version: 5.1.41
& Language @: [mu'ﬂnu - Thai < l » PHP extension: mysqli

P e
(@@ (@ [Google - Mozilla Firef... | @ root@ubuntu: /home/p... | @

() vmware'



MIAAAT SSL LU Self Sign 1Ay Apache Web Server

'
A o

] o o a &
ﬁ'ﬁ\iulﬂlﬁﬂlﬂﬂﬁﬁ'lﬂﬁﬂﬂﬂﬂﬂ key

cd /
mkdir ssl-cert

cd ssl-cert

Install 1151053 openssl Tagldmas

apt-get install openssl

'
o

#57191NA Certificate AqaANAS

openssl genrsa -out server.key 1024

blications Places System

'
File Edit View Terminal Help

Reading state information... Done
Suggested packages:
B openssl-doc
¥ The following packages will be upgraded:
openssl
1 upgraded, © newly installed, © to remove and 81 not upgraded.
Need to get 480kB of archives.
After this operation, 0B of additional disk space will be used.
Get:1 http://us.archive.ubuntu.com/ubuntu/ lucid/main openssl 8.9.8k-7ubuntu7 [4
88kB]
Fetched 488kB in 8s (1,149kB/s)
(Reading database ... 85588 files and directories currently installed.)
Preparing to replace openssl ©.9.8k-7ubuntu6 (using .../openssl ©.9.8k-Tubuntu7 |
1386.deb) ...
Unpacking replacement openssl ...
Processing triggers for man-db ...
Setting up openssl (0.9.8k-7ubuntu7)

root@pongsiri:/ssl-cert# openssl genrsa -out server.key 1824
Generating RSA private key, 1024 bit long modulus
+HH+H++H
+H+H+
e 1s 65537 (0x10001)
root@pongsiri:/ssl-cert#

(50 vmware




#3149 Certificate Signing Request PULRALH

openssl req -config /etc/ssl/openssl.cnf -new -key server.key -out newcsr.csr

4 o
nranteyanagy

o)

blications Places System io

File Edit View Terminal Help
i+t
X e is 65537 (0x10001)
B root@pongsiri:/ssl-cert# openssl req -config /etc/ssl/openssl.cnf -new -key serv
§ er.key -out newcsr.csr
You are about to be asked to enter information that will be incorporated
into your certificate request.
What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank
For some fields there will be a default value,
If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:TH

State or Province Name (full name) [Some-State]:

Locality Name (eg, city) []:Bangkok

Organization Name (eg, company) [Internet Widgits Pty Ltd]:pongsiri29e
Organizational Unit Name (eg, section) []:pongsiri29e

Common Name (eg, YOUR name) []:www.pongsiri296.com

Email Address []:tingly@pongsiri29e.com

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:123456

An optional company name []:pongsiri

J To direct input to this vitual machine, press Ctr+G. | -,_-v-» 47‘; @vmwure %‘
aHauiludoya server certificate TaglgAaa

G

openssl x509 -req -days 365 -in newcsr.csr -signkey server.key -out server.crt

ANuuA I apache 1% Module SSL

a2enmod ssl




¥ 4 . . LYo
a$1alald /etc/apache2/sites-available/sslsite AU

cp /etc/apache2/sites-available/default /etc/apache2/sites-available/sslsite

ud 1 10 sslsite Ao Trld /etc/apache2/sites-available/sslsite

nano /etc/apache2/sites-available/sslsite

v 2
Ll,fglml‘lléll'ﬂﬂ'ﬂﬂﬁ']ﬂu

NameVirtualHost *:443

<VirtualHost *:443>

ServerName wwwpongsiri290.com:443

ServerAlias www.pongsiri290.com:443

ServerAdmin tingly@ pongsiri290.com

SSLEngine On
SSLCipherSuiteALL:!ADH:!EXPORT56:RC4+RSA:+HIGH:+MEDIUM:+LOW:+SSLv2:+EXP:+eNULL
SSLCertificateFile /ssl-cert/server.crt

SSLCertificateKeyFile /ssl-cert/server.key

ErrorLog /var/log/apache2/sslerr.log

CustomLog /var/log/apache2/sslcert.log "%t %h %{SSL PROTOCOL}x %{SSL CIPHER}x \"%r\" %b $

gsiri: /ssl-cert

File Edit View Terminal Help
GNU nano 2.2.2 File: /etc/apache2/sites-available/sslsite Modified

<VirtualHost *:443>
ServerName www.pongsiri29e0.com:443
ServerAlias www.pongsiri29e.com:443
ServerAdmin tingly@pongsiri29e.com
SSLEngine On
SSLCipherSuite ALL:!ADH: !EXPORT56:RC4+RSA:+HIGH: +MEDIUM: +LOW: +SSLv2:+EXP:+eNULL
SSLCertificateFile /ssl-cert/server.crt
SSLCertificateKeyFile /ssl-cert/server.key
ErrorLog /var/log/apache2/sslerr.log
CustomLog /var/log/apache2/sslcert.log "%t %h %{SSL_PROTOCOL}x %{SSL_CIPHER}x \"%r\$|_

DocumentRoot /usr/share/squirrelmail/
<Directory />
Options FollowSymLinks
AllowOverride None
</Directory>
<Directory /usr/share/squirrelmail/>
Options Indexes FollowSymLinks Multiviews

Get Help B writeout Read File Prev Page BS Cut Text Cur Pos

Exit a Justify \y Where Is Next Page a! UnCut Text To Spell

[To direct input to this virtual machine, press Cird+G.
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uft luada Wiudinlwd Tasnatlu cul + 0 udnallu Enter 11minesnainldsunsy Tasna
Yy Ctrl + X

Mruamnounn 1 Enable A28

a2ensite sslsite

s 4 o A H -4 o &
uﬁ'"lm"lﬂa /etc/hosts blﬁjlﬂdiﬂﬂ%)i]ﬂ%ﬁl domain name ‘ﬁfmmﬁu ﬁ”mmm

Y

nano /etc/hosts

uf lydoaa

127.0.0.1 localhost localhost.localdomain www.pongsiri290.com pongsiri290.com

o o W
uf 1 lWg Jete/hostname @8R4

nano /etc/hostname

o D) ' Y
LLfﬁ‘UﬂJ@ﬂ’JHJ audonnuMoen Iinua

www.pongsiri290.com

Restart Network a28#1474

/etc/init.d/networking restart

Restart Apache A

/etc/init.d/apache?2 restart




@379a01 SSL M1 1d1Tad18M104 netstat -Int

File Edit View Terminal Help
root@ongsiri:/ssl-cert# a2ensite sslsite
Enabling site sslsite.
Run '/etc/init.d/apache2 reload' to activate new configuration!
root@pongsiri:/ssl-cert# /etc/init.d/apache2 restart
* Restarting web server apache2
apache2: apr_sockaddr_info get() failed for pongsiri
M apache2: Could not reliably determine the server's fully qualified domain name, using 127.6.
0.1 for ServerName
. waiting .apache2: apr sockaddr_info get() failed for pongsiri
apache2: Could not reliably determine the server's fully qualified domain name, using 127.0.
0.1 for ServerName
[ 0K ]
root@ongsiri:/ssl-cert# netstat -lnt
Active Internet connections (only servers)
Proto Recv-Q Send-Q Local Address
.1:3306
:110
1143
“A1i25
1993
1995

Address State
: LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN

o
.;al

N NoNoNoNoNo R |

| To direct input to this virtual machine, press Cid+G.

naaouIagly Firefox Tneisen https:// www.pongsiri290.com

EI‘“

@ ; TMeZilIAIFIreion

File Edit View History Bookmarks Tools Help

usa g [] MonMar29,10:42PM -

o Y [ https:/www.pongsiri290.com 4 V] [9'"’

Most Visitedv [@) Getting Started [5]]Latest Headlinesv

& Mail Server uaz Horde Web... 3¢ (o] http:/flocalhost/ # | [o] squirrelMail 1.4.20 3 | A\ Untrusted Connection ® |
0 & | This Connection is Untrusted
N/
\ A | You have asked Firefox to connect securely to www.pongsiri290.com, but we can't

confirm that your connection is secure.

Normally, when you try to connect securely, sites will present trusted identification to prove
that you are going to the right place. However, this site's identity can't be verified.

What Should | Do?

If you usually connect to this site without problems, this error could mean that someone is
trying to impersonate the site, and you shouldn't continue.

‘ Get me out of here! ‘

Technical Details

|[To direct input to this virtual machine, press Cir+G.

I




Applications Places System (&% usa ¢ [=] MonMar29,10:43PM *

@

Eile Edit View History Bookmarks Tools Hi
] ﬁ ? You are about to override how Firefox identifies this site. "
R Eps://www.por Legitil banks, stores, and other public sites will Ld v] lo.v

not ask you to do this.

Most Visitedv  [g) Getting Started [5]]Latest He,

Server
' Mail Server uaz Horde Web... 3¢ | [@] http:/flocal pnnection X | 4

Location: [ ] ‘get Ceniﬁcate‘
tryi h :

| certificate Status
|G This site attempts to identify itself with invalid

— . | View...
information.

Tel Unknown Identity

Certificate is not trusted, because it hasn't been verified by a
recognized authority.

ermanently store this exception

| Confirm Security Exception ‘ Qcancel ‘

1T drect input o tis vitual machine, press Cr+G. FRELTY Evmware |

@
File Edit View History Bookmarks Tools

&« v = 4 [[oIFEEIERNFEINE https://pongsiri290.com/ V] [G!v

Most Visitedv [g] Getting Started [ Latest Headlinesv

Help

-« Mail Server uaz Horde Web... 3¢ H§| https://pongsiri290.com/ 3 | & ~
It works!

This is the default web page for this server.

The web server software is running but no content has been added, yet.
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